Felhaszalo kozpontu es foderativ
azonositasi megoldasok
webalkalmazasokban

Szalai Ferenc — Web Service Bricks
(szferi@wsbricks.com)



Mi a problema?



a felhasznalo ertéek



‘mindannyian az adatbazis
marketing uzletben vagytok”



Ry oy,




a weboldalak minél tobbet
szeretnének tudni felhasznaloikrol



a felnasznalok csak annyit akarnak
elarulni, amennyit mindenképen
szukseges



a felhasznaldt azonositani kell



a felhasznalordl adatok kellenek



(lehetoleg minél tobb, hagy
oruljenek a marketingesek)
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Register now to bid, buy, or sell on any eBay site worldwide. It's easy and free. Already registered? Sign in now.

Your Personal Information - all fields are required

Want to reqgister as a business?
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Business Account

Secure Transaction El

Business Name: I

Category: I—— Choose a category -- R

Address Line 1:

Address Line 2:
(optional)

City:

State f Province f Region:

Postal Code:

Country: Hungary

Customer Service Email :

Customer Service Phune: ext. I
(optional)

Business URL:
(optional)

First Name: I

Last Name: I

Country of Citizenship: | Hungary |

Your Business Information

Please enter the information for your
group, organization, government entity,
nan-prafit, individual business, ar
partnership,

Please enter the full email address, for
example, name@domain.com

This email address will be shared anly
with those who purchase from you. It will
be provided to buyers during payment so
that they can contact you if needed.

You will be asked to enter an email
address for your PayFPal profile on the
next page. It can be the same ar
different fram your Customer Service
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Please enter your Business URL, for
example, www.businessname.com

Business Owner Contact Information
Please enter the contact information far
the awner of this business, If you are the
owner or contact person, enter your
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€s meg a ismeroseidet es
bekattintgathatod



Hol itt a problema?




a felhnasznaldok nem szeretik



felhasznalok 33%-a egy elmegy, a
egy Uuj regisztracios formot lat,
20%-a nem akar emlékezni egy
ujabb felhasznalonev jelszo para

(ask500peope.com survay 2007 oktober)



a felhasznaldk hazudnak



kozpontositott



alkalmazas kozpontu



a fehasznalonev jelszo nem biztosit
semmit



“adatbazis bejegyzés vagy”



egyszerubb



megbizhatobb



Felhasznalokozpontu

Felhasznal6 dont, milyen informaciot ad ki magarol kinek

Csak azt az informaciot kell kiadni, ami feltetlenul
szukseges a szolgaltatas igénybeveteléhez.

A felhasznalo dont, hogy milyen harmadik szervet von be
a muveletekbe (pl.: IdP).

Pseudonymity
Fuggetlen a technologiatol és annak uzemeltetojetol
Adathalaszat mentes (Anti-phishing)

Minden korulmenyek kozott hasonlo elmenyt nyujt a
felhasznalonak.
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Szereplok



» Service Provider — akaromazadatod.hu
(Felhasznalja az infomaciot)

* |dentity Provider — nalamvanazadatod.hu
(Rendelkezik az informacioval)

* |dentity Agent - envagyokaz.hu
(Szabalyozza a hozzaferész az adatokhoz)
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Brad Fitzpatrick Kim Cameron







OpenlD

Azonosito: URL (https://szferi.myopenid.com)

Az azonositas nem automatikus, azt minden esetben SP
oldalrol kezdemeényezni kell.

Nincs bizalmi viszony az IdP és SP kozott.
Attributumcsere szabvanyos 2.0 o6ta.

Nagy szolgaltatok tamogatjak: AOL, Yahoo, Google, MS,
stb.

Fuggetlen |dP-k pl.: myopenid.com
OpenlD IdP-k integracios pontok mas technologiakkal.
Rengeteg problema var megoldasra pl.: phishing



Hogy mukodik?



1. azonositd



URL
https://szferi.myopenid.com



XRI

=Mary.Jones
+phone.number/(+area.code)
@dJones.and.Company/((+phone.number)/(+area.code))



Inames
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post to News,Y'C

@ Disable « & Cookies v [ ] €35 v ] Forms = [H] Images + @ Information - Mizcellaneous * . Cutline =

Done
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FoXRI Explorer

Exploring xri://=wil

URl{s):
http: fxr. dready. argf=wil

Type: friendfeed

Path: friendfeed [
xri:df=wil/friendfeed ]
URI(s):

http: f ffHiendfeed. com fdready

Type: [+sip)

Path: (+zip) [ xri://=wil/ (+sip) ]
URIl{s):

ip M30Ey oip, neusztarlab, biz

Type: http:/fopenid. netfsignon/1.0
URl{s):

http:ff2idi. com fopenid/

httpz: (F2idi.com fopenids

Type:

s FH-send e+ contack 51,00
Path: (+contact) [

¥ri:#d=wild (+contacty ]
URI{s):

http: £ f2idi, com S contact s
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@WORDPRESS

Username

Password

Or login using your |




2. meg kell talalni az OpenlD IdP-t
(szervert)






URL esetén: HT TP header



XRD példa

<xrds :XRDS
xmlns:xrds="xri://S$xrds"
xmlns:openid="http://openid.net/xmlns/1.0"
xmlns="xri://S$xrd* (Sv*2.0) ">
<XRD>

<Service priority="0">
<Type>http://specs.openid. net/auth/2.0/signon</Type>
<Type>http://openid.net/sreg/1.0</Type>
<Type>http://openid.net/extensions/sreqg/1.1</Type>

<Type>http://schemas.openid. net/pape/policies/2007/06/ph
ishing-resistant</
Type>
<Type>http://openid.net/srv/ax/1. 0</Type>
<URI>https://www.myopenid.com/server</URI>
<LocalID>https://szferi.myopenid.com/</LocalID>
</Service>
</XRD>

> /---AA'A\



3. asszoclacio: shared secret

megegyezes, kulcscsere
(HMAC-SHA1, HMAC-SHA256)



4. azonositas keres:
HTTP redirect
(openid.return_to parameter)



5. IdP login kepernyo
(vagy nem)



6. (opcionalis)
felhasznalo nyilatkozik, hogy
engedi-e az RP-nek az azonositast
és ha igen ilyen attributumokat
kaphat meg



/. azonositasi kéresre valasz:
HT TP redirect
(openid.claimed id)
alairas



Es mi van az attribGtumokkal?



OpenlD Attribute Exchange 1.0



openid.
openid.
openid.
openid.
openid.

e dog

openid.

ns

aXx

aXx

aXx

aXx

ite_movie

openid.
openid.
openid.
openid.

ax.
axXx.
aXx.
aXx.

.ax=http://openid.net/srv/ax/1.0

.mode=fetch request
.type.fname=http://example.com/schema/fullname
ax.

type.gender=http://example.com/schema/gender

.type.fav dog=http://example.com/schema/favourit

.type.fav movie=http://example.com/schema/favour

count.fav movie=3

required=fname, gender

1f availlable=fav dog, fav movie

update url=http://idconsumer.com/update?

transaction id=abb5c4l



openid.
openid.
openid.
openid.
openid.

e dog

openid.

ns
aXx

ax.
aXx.
aXx.

axXx.

ite_movie

openid.
openid.
openid.
openid.
openid.
openid.
openid.

ax.
ax.
ax.
ax.
ax.
.value.

aXx

axXx.

type
type
[ els

type

value.
count.
value.
count.
value.

.ax=http://openid.net/srv/ax/1.0

.mode=fetch response

. fname=http://example.com/schema/fullname
.gender=http://example.com/schema/gender
.fav dog=http://example.com/schema/favourit

.fav movie=http://example.com/schema/favour

fname=John Smith
gender=0

fav _dog=Spot

fav movie=2

fav movie.l=Moviel
fav movie.Z2=MovieZ

update url=http://idconsumer.com/update?
transaction id=abb5c4l



Integracio



http://wiki.openid.net/Libraries
RP oldal sok |o
|IdP oldal keves
Python: python-openid (JanRain)
Django:

http://django-openid.googlecode.com/svn/trunk/openid.html



"Huston we have a problem”



NO TRUST!



mindenki |IdP akar lenni



adathalaszat



Mi lesz a nem humanoidokkal?



Tapasztalatok



2007 majus - szeptemer
6730 felhasznalo
448 OpenlD
(< 10 db magyar,
kulfoldiek kb. 23%-a)

309 myopenid.com



attribute exchange tamogatast nem
lehet feltételezni az IdP-eknél



e-mail cim attributum nem
megbizhato, de nagyobb
valoszinuséggel elo



Kicsit maskeppen



foderativ megoldasok



nagyvallalati igenyek



LIBERTY

II] ALLIANCE
PROJECT

OASIS '3



nem csak Web Wan a Wilagon!



InfoCard/CardSpace Kl

* Felejtsuk el vegre a jelszot!
* Avalos szemelyazonosito kartyakat mintazza.

 Minden kartyanak globalis egyedi azonositoja
van.

o Sajat kibocsatasu (Self-issued) es |dP altal
kKibocsatott kartyakat is kezel.

» WS-* protokollokra és SAML igazolasokra epul.
 Nem csak Windows!



OpenlID

SECURE OPENID PROVIDER

Username |
Password |

r Stay signed in

- E Sign in with an Information Card
* Sign in with an S5L certificate
* | cannot access my account




Identity Selector
www.myopenid.com \’-".‘,
3 This site requires you to send an Information Card. ¥
b et ) Select a card to send or cancel to quit. Jit e
digitainme
Cards
] !, Only Email I Select all L Yiew values
1 http://schemas.xmlsoap.org,/ws (2005 Send | Attribute Value
Private Pe...
E-Mail Ad...
Given Name
Surname
A
|
( Cancel ) ( Send )

/.
T —




<form method="post" action="https://www.myopenid.com/signin infocard"
id="infocard-form" class='noline'>
<input type="hidden" name="tid" value="da2363ec" />
<input type="hidden" name="resume action" value='"signin password" />
<input type="image' id="infocard-logo-button"
value="Choose an Information Card"

src="https://www.myopenid.com/static/InformationCards/images/infocard 30x21
.png''>
<label for='infocard-logo—-button'><a id="infocard-label"
onclick="document.getElementById('infocard-form') .submit (); return
false; ">Sign in with an Information Card</a></label>
<noscript>
<OBJECT type="application/x-informationCard" name="xmlToken'" class="skip'>
<PARAM Name='"tokenType'" Value="urn:oasis:names:tc:SAML:1.0:assertion'>
<PARAM Name="issuer'"
Value="http://schemas.xmlsoap.org/ws/2005/05/identity/issuer/self">
<PARAM Name="requiredClaims"
Value="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/privatepersona
lidentifier">
<PARAM Name="optionalClaims"
Value="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddres
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname'>
</OBJECT>
</noscript>
<input type="hidden'" name='"token"
value="414c702680£1884dcdlcac62£94a2bd100000000000502d3" /></form>



WS-~

» WS-Policy: kommuniacio elofeltételeinek
meghatarozasa (algoritmus, elvart
tokenvaltozat stb.)

 WS-Trust: 16 komponense az STS (Security
Token Service) — altalanos keret (Username,
Kerberos, X509, stb.) tokenek biztonsagos
tovabbitasara

 WS-Federation: AuthN, AuthZ, Attributum,
Pseudonym szolgaltatasok integracioja WS-
Trust alapon



SAML 2.0

o Security Assertion Markap Language

» |gazolasok (assertion) leirasanak nyelve

- kire vonatkozik?, kinek szol?, meddig ervenyes?,
attributumok

» |dP es RP kozotti protokoll-profilok
- pl.: WebSSO

* Bindings: hogyan kell SAML igazolast kuldeni pl.
SOAP uzenetben

 Metadata: az IdP és RP leirasa XML-ben
* Profilok: az elfogadott attributumok specifikacioja



Explicit TRUST szukséges!



Hogy mukodik?



Service Provider Identity Provider
sp.example.com idp.example.org
Resource
Assertion Single
A%cesks Consumer Sign-On
Ll Service Service
Access AR?ﬁir;ct witht GET using Chaflﬁnge
< nRequest>
oSO ) - : <AuthnRequest> credentials
. Signed
Supply POST signed <Response> Usgr
resource <Response>  jn HTML form login

A4 y /

( User or UA action )

Browser

User or UA action

AN e
~~__

S50-SP-redir-POST







Service Provider Identity Provider
sp.example.com idp.example.org
<Artifact | o Artiact
Resource Resolve> Resolution
(SOAP) o Service
Ac Assertion <Artifact Single
hc:esl,(s Consumer Response> Sign-On
S Service (SOAP) Service
Redirect with Challenge
Access GET for
<AuthnRequest>
resource q <AuthnRequest> credentials
- - User
Supply GET SAMLart Redirect with :
resource SAMLart login

$ o,

\
[
( User\or\UA/aétian )
User or UA action / )

~N e

Browser

~_ $SO-SP-POST-art




Interoperability



User Centric Ildentity Interop at RSA 2008

- Companies

L
Novell @ msiseag, VIdOOp ORACLE’

—— —— oL, . BN
—_—

Microsoft YaHoO! = =:
}ANRAIN
PARITY (® plaxo Google \/érriSign* AOL &
e Qlem Pingldentity”
!ﬂ = PHP Company SOFTWARE g . y Coban SIEMENS
Thlﬂl( - e Flraunhﬂlerfﬁ for Open sx.F NetMESh, NULI‘;{&@WQ .

Communication Systems

LINK ‘&‘E SAFE ThoughtWorks-

m %‘?@Sun WS@Z ® Cordance

Corpignation B i

- Projects

I OpenlD E Sign (__) I .con :+..'*. I,I S(.., : 4:. ‘: y
XRI
||:Ient|tv 2 sourCEIB

@ == inames

"’“"’@”*"* , Bandit b 12
‘_Lidentitycommom al
XMLDAP

@ SharpSTS /% THE waafa PROJECT X/

EI myOpenlD Q
OpenSSO

myv?doop Open Access . Open Federation Hg

g Shibboleth.




Mit csinalunk?



nyilt forrasu SAML 2.0 alapu
felhasznalo kozpontu IdP-t



Kinek?



lusta programozonak es magunknak



Miért”?



mert meg tudjuk csinalni



meg mert 1-nel tobb alkalmazast
fogunk fejleszteni a kozel jovOben
es nem akarunk a google, inda stb.
sorsara jutni



Hogyan?



Python, Django



SAML 2.0: Lasso
http://lasso.entrouvert.org/

(C, wrappers: python, php, java, perl)
SAML 2.0 IdP, SP



Pylnfocard:
http://ww.wsbricks.com/pyinfocard/



fO uzenet



legyel RP!



hova tovabb, hovatovabb?



ldentity 2.0



Mi szeretnénk, mi varhato?



1. egyre kevesebb jelszo



2. gazdag, hordozhato profilok



3. hordozhatd azonositok



4. mukodo, finoman hangolhato
delegacio



5. reputacio szolgaltatok



6. szemelyazonossag (identity)
szolgaltatasok



"kérem kapcsolja ki’
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